
Transforming How 

Texas Government 

Serves Texans

DIR IR Redbook Training

Texas Information Security 
Forum 2022 – Day Two

May 17, 2022, 1:00 p.m.

Meeting Room 2

The materials provided are for information only. Any 

recommendations are offered solely for your consideration, 

to the extent applicable to your circumstances.



Transforming How Texas Government Serves Texans  |  #DIRisIT

Welcome and 
Introductions

DIR Office of the Chief Information 
Security Officer (OCISO)

Cybersecurity Incident Response Team 
(CIRT)
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Meet the Team!

Jeremy Wilson

Deputy CISO, Security Operations/CIRT

* Andrew Campbell

Cyber Incident Response Team, Team Lead

Dennis Brown

Cyber Incident Response Team, Senior Analyst 

Orane Douglas

Cybersecurity Sharing and Analysis Specialist/ 

Cyber Incident Response Team, Analyst

Jonathan King

Statewide Cyber Resilience & Response Manager
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Presentation Charge

Getting to Know you Question
• Would you rather fast forward seven days or rewind 30 days?

Incident Response Preparedness
• Training people

• Planning for response 

• Testing equipment 

• Conducting tabletops

• Hardening networks and implementing monitoring tools

Responding to a Security Incident
• Running forensics and investigating logs

• Reimaging endpoints and rebuilding servers

• Patching exploited vulnerabilities

• Restoring data from backups (hopefully)

• Shoring up defenses to prevent a follow-on attack

May 25, 2022 |  4
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Presentation Charge

Known for his brilliance on the 

battlefield, Patton often had to 

make decisions based on limited 

information and time. But he 

knew to avoid “paralysis by 

analysis,” make a decision and 

execute it the best he could. 

Otherwise, the enemy might 

maneuver faster and beat him.

May 25, 2022 |  5

“A Good Plan, 

Violently 

Executed Now, 

Is Better Than 

a Perfect Plan 

Next Week.”
Gen. George S. 

Patton

We Are The Mighty | By Team Might

11 quotes that show the awesomeness of 

Gen. George Patton

https://www.wearethemighty.com/lists/general-george-patton-quotes/
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Training Objectives

Terminal Objective

At the end of this training, the participant will have the resources, knowledge, and ability to use the 

DIR Incident Response Team Redbook to facilitate the creation of their own IR plan, processes, 

and procedures.

Enabling Objectives

The participant will be better able to:

• Develop an initial incident response policy for their organization.

• Identify personnel to include in incident response planning and define their organization’s team structure.

• Understand the incident response phases and the goals of each phase.

• Develop initial incident triage and notification thresholds.

• Implement the foundational concepts of continuous improvement.

• Identify cybersecurity incident response best practices and locate relevant state and federal resources/ guides.

May 25, 2022 |  6
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Agenda

Module Title

Module 1 Welcome and Introductions

Module 2 Introduction to the DIR Redbook

Module 3 Incident Response Policy, Team Structure, Membership, and Roles 

Module 4 Process Overview and Response Phases

Module 5 Incident Triage and Notification Thresholds

Module 6 Services Restoration Priority and Inventory

Module 7 After Action Review and Post Incident Analysis

Module 8 Incident Response Best Practices

Module 9 Close Out
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Introduction to the 
DIR Redbook

Module 2
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What is a Redbook?
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What is a Redbook?

Multiple Resources in One

• Legal references for information security.

• Incident response team/ plan development guidance.

• Response and investigation contact and reference book.

• Cybersecurity program best practices and resources guide.

• And much more!
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How do I use the IR Redbook?

As Reference
• Breach reporting legislation.

To Document Key Contacts
• Who to call and when during an 

incident.

As a Starting Point
• Building a cybersecurity program.

May 25, 2022 |  11
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What is our Intention for this Training?

Our Goals
• Provide guidelines to address common incident response issues. 

• Share information relevant to incident response in the state of Texas.

• Provide a guide that is more consumable than the NIST Incident Handling 
Guide or a vendor template.

Our Caution 
• The IR Redbook is not a silver bullet.

• Use these resources as a starting point and customize based on your 
organization’s needs.

• For legal issues, coordinate with your organization’s legal counsel. 

May 25, 2022 |  12
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Policy, Team Structure, 
Membership, and Roles

Module 3
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Incident Response Policy

Purpose
• Defines the expectations for incident management.

• Formalizes the response team structure.

• Documents delegations of authority.

Considerations
• Involve senior leadership in policy development.

• Formally adopt the policy.

• Review policy as appropriate.

Benefits
• Prompts response discussion before an incident occurs. 

• Documents delegation of authority to support incident 
containment. 

• Defines the organization’s priorities.

Incident Response 
Policy
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Incident Response Policy

Where do you start?
• Texas Administrative Code (TAC) 202.

• Required for state agencies, IHE, and public 
junior colleges.

• Useful for local level organizations to 
review.

What’s in a policy?
• Statement of management commitment.

• Scope of the incident response program.

• Participants in the incident response plan.

• Roles and responsibilities.

• Notification requirements.

• Other functions, based on organizational 
requirements.

Page 2, Section 1, Figure 1

Incident Response PolicyPage Reference
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Incident Response Policy

Policy Development Discussion
• Involve IT, business process owners, 

and other senior leaders.

Questions to Ask

• Who should be involved in 

planning/response?

• Is the entire organization covered by 

this policy?

• What are senior leadership’s 

expectations for communication, 

recovery, and situational awareness.

• Does IT have authority delegated to 

take immediate protective action?

Page 15, Section 6.12

Incident Response Policy



Team Structure, 
Membership, and Roles
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Building an Incident Response Team

Who do you involve in IR planning?
• Technical staff

• Leadership

• Support staff

Building the Team

• Whole of organization approach.

• Incorporate members early in the process.

• Additional support may be needed during 

extended incident response activities. 

• Nontraditional IT roles can become familiar 

with the incident response process.

Page 6, Section 3.2

Key Contacts
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Incident Response Team Structure

Purpose
• Keep people engaged and informed. 

• Include representatives from different 
‘business’ functions.

• Develop a manageable span of control. 

Considerations
• Understand reporting structure of the 

organization.

• Education of information security may be 
required to improve engagement.

Benefits
• Improved communications.

• Pre-incident structure defined. 

• Relationships established to support response 
activities. 

Executive Director/ 

Chief Elected Official

Executive 

Manager

Business Unit 

Leader 1

Business Unit 

Leader 2

Administration

Comms

Legal

Gov Relations

Human 

Resources

Data Retention 

Officer

Chief Financial 

Officer

Contracting

Accounting

Purchasing

Technology 

Director

Information 

Security Officer

Systems 

Administrator

IT Help Desk

Technical Staff

Privacy Officer
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Incident Response Team Structure
Page 16, Table 7

Sample IR Team Structure

Leadership Team

Response Team Coordinator

Chief Elected Official

Executive Management

IT/Technology Directors

Legal

Communications

Core Team

IT Infrastructure

IT Applications

3rd party Security

Vendors 

Other positions as needed

Extended Response 

Team

Human Resources

Facilities

Law Enforcement

Emergency Management

Additional Department Heads
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Incident Response Team Structure
Page 16, Table 7

Sample IR Team Structure

Incident 

Response Team

Leadership 

Team

Response 

Team 

Coordinator

Chief Elected 

Official

Executive 

Management

IT/Technology 

Directors

Legal Comms

Core Team

IT 

Infrastructure

IT 

Applications

3rd party 

Security

Vendors 

Other positions 

as needed

Extended 

Response Team

Human 

Resources
Facilities

Law 

Enforcement

Emergency 

Management

Additional 

Department 

Heads

Leadership
• Provides command objectives.

• Institutional knowledge.

• Decision making authority.

Core
• Facilitates activities to respond to a 

cybersecurity incident.

• Coordinates with response team members to 
implement command objectives.

Extended Response
• Provides unique subject matter expertise in 

their respective fields.



Team Membership and  
Roles
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Sample Response Team Members 

Incident Response 

Team Coordinator

Chief Elected 

Official

City Manager/ 

County 

Administrator or 

Superintendent

IT/ Technology 

Director or 

Information 

Security Officer

Legal Counsel

Communications/ 

External Affairs

IT Infrastructure/  

Applications 

Manager

System/ Network 

Administrators

Forensic or 

Cybersecurity 

Technicians/ 

Consultants 

Human Resources

Law Enforcement
Emergency 

Management

Finance/ 

Purchasing 
Facilities

Other Roles as 

Required
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Sample Response Team Roles

Roles
• Redbook includes sample roles for 

each position.

• Customize roles based on team 
discussions.

• Capture high level functions.

• Remember to identify position, not an 
individual.

• Customize template to the needs of 
your organization. 

Additional Guidance
• NIST Incident Handling Guide, Page 17, 

“Dependencies within Organizations”

May 25, 2022 |  24

Page 17, Table 8

Sample Team Member Roles
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Process Overview and 
Response Phases

Module 4 
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High Level Response Process Overview

NIST Incident Response Life Cycle

Page 22, Figure 2

Incident Response Life Cycle
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Incident Response Phase and Activity 
Sample

May 25, 2022 |  27

Page 22, Table 11

Phase and Activity Sample

Phases
• Mirrors the NIST incident 

handling life cycle. 

Description and Activities
• Provide the intent of each phase.

• Document specific activities for each phase.

• Progress may be cyclical.

• Response teams may need to step back to a 
previous phase.

• Activities don’t need to be all encompassing. 

• Reference external resources for additional 
guidance. 
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Incident Response Phases - Preparation

Goal
Increase the organization’s readiness and resilience to a 
cybersecurity incident or attack.

Sample Steps

• Establishing an incident response team.

• Developing an incident response plan.

• Preparing incident response resources.

• Conducting user awareness and training activities.

• Managing vulnerabilities and securing networks and 

systems.
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Incident Response Phases - Detection and Analysis

Goal
Determine if the observed event is a true cybersecurity 
incident and evaluate its severity.

Sample Steps

• Analyze precursors for signs of a potential attack.

• Analyze indicators to determine their potential impact.

• Review logs to coordinate potentially malicious events.

• Identify and triage an incident, determine its type and 

scope of impact.
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Incident Response Phases - Containment

Goal
To limit further damage caused by an incident to reduce 
business impact to the organization. 

Sample Steps

• System isolation. 

• Disable services, protocols, or appliances. 

• Disable account access.

*Each incident may require unique containment strategies. 
Preserving evidence and collecting forensic images and logs is a 
best practice to enable threat eradication.

Keep systems 

powered on to 

preserve volatile 

memory, unless 

shutdown is required.

PRO TIP
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Incident Response Phases - Eradication 

Goal
To eliminate the threat actor’s persistence and address the 
vulnerability that allowed initial access. 

Sample Steps

• Remediate or mitigate exploited vulnerabilities.

• Remove malware or other malicious files.

• Secure and reset compromised user accounts.
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Incident Response Phases - Recovery 

Goal
Restore systems to normal operation, confirm they perform as 
expected, and remediate remaining vulnerabilities.

Sample Steps

• Rebuild and reimage impacted workstation and servers.

• Sanitize user and service accounts.

• Segment network and review back up strategy. 
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Incident Response Phases - Post-Incident Activity 

Goal
Improve incident response activities by working towards a cycle of 
continuous program improvement. 

Sample Steps

• Recognize gaps, review policies and incident response plans, 

and identify corrective actions to address gaps.

• Consider opportunities to improve processes, coverage, and 

refine alerting of security tools. 

• Conduct additional training for security and non-security staff. 

• Review industry standards to ensure evidence retention 

requirements are met.
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Incident Response Phases – Reference Resources 
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Incident Response Phases – Reference Resources 
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Incident Triage and 

Notification Thresholds

Module 5
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Incident Triage

Purpose
• To determine if an event or anomaly meets a 

predefined threshold to be classified as a 
cybersecurity incident.

Considerations
• Occurs as part of the ‘detection and analysis’ 

phase.

• Determine impact on business processes.

• Impacts are relevant to your organization.

• Triaged impacts may change as the incident 
evolves. 

Benefits
• Thoroughly triaging an incident’s impacts 

supports response resource and notification 
decisions. 
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Sample Incident Triage Template
Page 27, Table 15

Incident Triage Template

Example Incidents Based on Level

4 Emergency
• Ransomware impacting all systems and 

backups with potential physical impacts.

3 High
• Ransomware impacting on-premises 

information systems. 

2 Medium
• Denial of Service (DDOS) attack 

impacting critical business system.

1 Low
• Account compromise and associated 

phishing/ spam activity. 
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OCISO Cybersecurity Incident Thresholds

May 25, 2022 |  39

DIR Thresholds
• Aligns with the CISA National Cyber 

Incident Scoring System.

• Incidents are assigned a priority.

• Priority drives the response support and 
leadership notifications.

Threshold Description

Catastrophic

An incident meets the catastrophic threshold if it impacts multiple critical infrastructure systems 

or sectors including impacts to power generation and distribution, water and wastewater 

utilities, telecommunications, delivery of public health and medical services, government 

operations, public safety, or law enforcement information systems. 

Incident impacts may be noted across:

- Multiple U.S. states, simultaneously

- Multiple state agencies and/or jurisdictions

Emergency

An incident meets the emergency threshold if it impacts a single critical infrastructure system, 

curtails delivery of public health and medical services, power generation and distribution, water 

and wastewater utilities, telecommunications, government operations, public safety services, 

receives national media attention, or federal government awareness. A local or state disaster 

declaration may be considered at this threshold.

Incident impacts may be noted across:

- Multiple local jurisdictions

- Multiple state agencies

- Multiple U.S. states, simultaneously

High

An incident meets the high threshold if it results in noticeable impacts to government 

operations, public safety systems, reduces public confidence, receives media attention, or state 

legislative awareness.

Incident impacts may be noted at:

- A local jurisdiction

- A state agency

- Multiple U.S. states

Medium

An incident meets the medium threshold if it results in the degradation of an organization’s 

program or services, reduces public facing service delivery capacity, or receives minimal media 

or legislative attention.

Incident impacts may be noted at:

- A local jurisdiction

- A state agency

Low

An incident meets the low threshold if it impacts individual users or accounts.

Impacts may be noted at:

- A local jurisdiction

- A state agency



Notification 
Thresholds

May 25, 2022 |  40
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Notification Thresholds

Purpose
• Pre-identify which staff should be notified in 

case of a cybersecurity incident. 

Considerations
• Coordinate with senior leadership to determine 

what notifications they want to receive. 

• Incident triage may change and necessitate 
additional notifications. 

• Consider adding external partners into 
thresholds discussion.  

Benefits
• Reduced alert fatigue on senior leadership.

• Increased speed of critical information sharing.

1: Low

2: Medium

3: High

4: 

Emergency
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Notification Thresholds Template

Sample Escalation Path

• Customize the escalation path based on 

discussion with response team members.

• Focus on notifying by position vs individual.

• Consider key criteria that require specific 

notifications, i.e., ransom note.

• Response team coordinator determines if 

‘considered notification’ is required. 

Page 28, Table 16

Notification Thresholds Template
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OCISO Partner and Threshold Notifications 

May 25, 2022 |  43

DIR Thresholds
• Developed with input from Executive 

Director and program leadership. 

• Thresholds are synchronized across 
agency.

• Thresholds are reviewed and updated 
after major incidents.

• Additional document developed to 
identify who makes each notification 
decision and who makes requisite 
notification. 

Partner Low Medium High Emergency Catastrophic

State CISO Informed Informed Informed Informed Informed

DIR Dep ED, COO, 

Public Affairs, and 

Media Director

Considered Informed Informed Informed Informed

DIR Executive 

Director
Considered Informed Informed Informed

DIR Executive 

Leadership Team
Considered Informed Informed Informed

Governor’s Office Considered Informed Informed Informed

MS-ISAC and CISA Considered Considered Informed Informed

Law Enforcement 

(FBI)
Recommended Recommended Informed Informed

Press Release Considered Informed Informed

Social Media or 

Website Post
Considered Considered Informed Informed

Texas ISAO Partners Considered Considered Informed Informed

Cybersecurity 

Council
Considered Informed Informed
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Services Restoration 

Priority and Inventory

Module 6
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Services Restoration Priority Worksheet

Purpose
• Pre-identify which systems are most 

critical to the organization’s recovery.

Considerations
• Develop restoration priorities based on 

executive management’s priorities.

• Include business process owners in 
discussion to set recovery exceptions.

• Evaluate system interdependencies in 
restoration prioritization.

Benefits
• Unified effort during the recovery phase. 
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Services Restoration Priority Worksheet

May 25, 2022 |  46

Priority Restoration Tiers

Tier 1
• Critical services or system and life safety 

or public safety systems.

Tier 2
• Core business functions and services 

that enable the operation of the entity.

Tier 3
• Routine business functions and services 

that support operations.

Tier 4
• Non-production services or functions 

that do not impact the end users.

Page 25, Table 12

Restoration Policy Sample



Hardware and 
Software Inventory
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Hardware and Software Inventory

Purpose
• Provides an authoritative record on organization’s 

assets. 

Considerations
• Include servers, network equipment, and IoT devices 

in inventory. 

• Build inventory tracking process into existing 
onboarding/ offboarding process.

• Include a network typology diagram in inventory. 

Benefits
• Provides a baseline for incident response and recovery 

activities. 

• Supports a vulnerability management program. 
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Inventory Tracking Samples 

May 25, 2022 |  49

Tracking Inventory
• Routinely refresh inventory

• Assign tracking function to 
appropriate business unit.

• Technological solutions may 
support tracking.

Supporting Resource
The Center for Internet Security (CIS) 
provides a hardware and software 
tracking spreadsheet sample.

Page 2, Table 13-14

Hardware and Software Inventory
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After Action Review and 

Post Incident Analysis

Module 7

May 25, 2022 |  50



Transforming How Texas Government Serves Texans  |  #DIRisIT

After Action Review (AAR) and Improvement Process

Purpose
To allow incident response team to evolve, 
improve, and account for new threats, improved 
technology, and lessons learned from response. 

Considerations
• A ‘lessons learned’ meeting with all involved 

parties should be conducted shortly after a 
major incident.

• Collect agenda items in advance to guide 
discussion.

• Avoid the ‘blame game’ by selecting a strong 
facilitator. 

Benefits
• Continuous improvement of the incident 

response team. 

Capture 

Incident 

Details

Determine 

Records 

Retention 

Requirements

Document 

Lessons 

Learned

Perform a 

Root Cause 

Analysis

Identify 

Response 

Strengths

Recognize 

Improvement 

Opportunities

Develop and Implement a 

Correction Action Plan 
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Post-Incident Documentation 
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Templates Include
• Incident information

• Lessons learned questions

• Root cause analysis questions

• Response strengths

• Improvement opportunities

Facilitation Guidance
• Provide questions to guide discussion in 

lessons learned meetings.

• Develop a post incident survey.

• Include general staff members in survey 
opportunities.  

• Capture what went well!

Page 34, Section 7.4

AAR and Improvement Plan
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Corrective Action Plan

May 25, 2022 |  53

Documenting Corrective Actions
• Develop improvements and associated 

actions based on lessons learned 
discussions.

• Socialize recommendations with response 
team members and organizational 
leadership.

• Focus on actionable and attainable 
improvements.

Implementing the Action Plan
• Routinely follow-up with the identified 

stakeholders.

• Socialize changes to the response plan or 
procedures with all team members. 

Page 37, Table 23

Corrective Action Plan
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Incident Response 

Best Practices

Module 8
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Texas Cybersecurity Best Practices

Set up For Success
• Identify a cyber champion.

Identify
• Inventory systems and data.

Protect
• Provide security awareness training to end users.

Detect
• Enable malware protection.

Respond
• Develop an incident response plan.

Recover
• Develop and test business continuity/ recovery plan. 

Support Success
• Engage with cyber community. 
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Best Practices for Incident Response

May 25, 2022 |  56

Identify
• Inventory systems and their associated data.

• Develop security polices and document 
processes.

Protect
• Implement, protect, and test back-ups and 

data.

• Evaluate cyber protection system's needs.

Detect
• Develop vulnerability management process.

• Enable malware protection.

• Establish a log retention and review process.

Page 62, Appendix B

Best Practices

Response
• Develop incident response plan.

• Test incident response plan.

• Establish relationships with response 
partners.

Recover
• Develop disaster recovery and business 

continuity plan

Support Long-Term Success
• Establish an after-action report process.

• Consider conducting post-incident 
assessments.
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Best Practices for Incident Response
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Supporting Resources
• Includes free or low-cost options.

• Organized by phase of the Texas 
Cybersecurity Framework.

Contact DIR if you have further questions or 
would like to find out if your organization is 
eligible for DIR funded resources.

Page 66, Appendix B

Supporting Resources
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Close Out

Module 9
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Training Objectives

Terminal Objective

At the end of this training, the participant will have the resources, knowledge, and ability to use the 

DIR Incident Response Team Redbook to facilitate the creation of their own IR plan, processes, or 

procedures.

Enabling Objectives

The participant will be better able to:

• Develop an initial incident response policy for their organization.

• Identify personnel to include in incident response planning and define their organization’s team structure.

• Understand the incident response phases and the goals of each phase.

• Develop initial incident triage and notification thresholds.

• Implement the foundational concepts of continuous improvement.

• Identify cybersecurity incident response best practices and locate relevant state and federal resources/ 

guides.
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Guiding Resources

Cybersecurity Incident Response and Preparedness Resources
• https://dir.texas.gov/information-security/cybersecurity-incident-management-and-

reporting

Join the Texas Information Sharing and Analysis Organization (TX-ISAO)
• https://dir.texas.gov/information-security/txisao

Public Power Cyber Incident Response Playbook
• https://www.publicpower.org/system/files/documents/Public-Power-Cyber-Incident-

Response-Playbook.pdf

CISA MS-ISAC Ransomware Guide
• https://www.cisa.gov/sites/default/files/publications/CISA_MS-

ISAC_Ransomware%20Guide_S508C.pdf
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https://dir.texas.gov/information-security/cybersecurity-incident-management-and-reporting
https://dir.texas.gov/information-security/txisao
https://www.publicpower.org/system/files/documents/Public-Power-Cyber-Incident-Response-Playbook.pdf
https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.pdf
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